Configuration Audit for
Barracuda NextGen Firewalls

Your firewall is probably not as secure anymore as it was at the time
of its initial installation due to changes that are constantly made to the
configuration, which may unintendedly influence the security level.
New features from firmware updates that are not properly enabled yet
may create weaknesses as well.

Keeping up with these changes may be challenging from time to time,
hence Kappa Data has developed a service to assist you.

The new Configuration Audit for managed firewalls under Kappa Data’s
Barracuda Control Center is part of the Kappa Data managed services
portfolio and ensures you an in-depth assessment of your firewall
configuration settings, which can assist you with securing your network
now and in the future.

SOLUTIONS

WHY INVEST IN A CONFIGURATION AUDIT?

A firewall is used to protect a network from hackers and other unwanted
entry in your network. But, how can you prove to your customer that its
firewalls have a sound security configuration? Kappa Data can assist you
in this challenge with the Configuration Audit service.

The service offers an independent check of the configuration settings of
a firewall to prevent attacks due to faulty configuration. With this audit,
you can verify and identify any possible human or installation error.

A regular audit is a futureproof solution that helps you to optimize the
security configuration of your firewalls.

HOW DOES IT WORK ?

Two times per year, Kappa Data performs a deep dive check of your
firewall configuration to assess the status of your settings. The audits are
executed at least 6 months apart and will be pre-scheduled at the start of
your contract.

The auditor checks over 80 items in 15 categories of which a few
examples are: firewall rules, anti-malware and DoS protection, SSL
security, high availability ...

The conclusions of the audit are sent to you in a digital reader-friendly
report. With this report in hand, you can make the needed configuration
changes to solve pointed issues. The audit is always performed remotely
and no changes will be made by Kappa Data during the audit.

AUDIT CHECKPOINTS:

MALWARE CONFIGURATION
RECENT FEATURES ENABLED
DEBUG RULES DISABLED

SAFE AND RESTRICTED
MANAGEMENT

CONTINUOUS CONSISTENCE

PRICING

| List Price

Annual Fee Per Firewall

Configuration Audit | €198,50

¥ Kappa Data
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